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Introduct

Technological conwétegente, thangre awladbe tHpwe nor mo
independent technologies integrate and form a ne
smartphomnsevatrtatrandepensdaerht atsedledelphgpines compu’
music @elawviesion ( TV)n,h aawmidg agteiod tooctaaet o bnign gal ¢ de vi ce
smartphone has become i1its ow@ur riadmtalloy .85 abhe cat e
global population arXkbislmarodnpietbones usedlni nhdi npvetla
UnitedalBBowut e80% of the U.S. population are smar:t
active device5Thaer et eicnh ncoil rocghi hosatlsi wdnd.revde rigne recset a b1l i s
neand prominent smartphone industrpredeagotp wort
some estimates.

Technological «c¢comvearagiegnscue® Smawh eprree s(onntgr es s may t
and/ or oversight actions. Three selected issue a
regulatory juricsydi amido diitms tgjetcmdrrigiuyn g aand integr
technologies from distinct functional <categories
challenges to def,i nrianhgd srreegsupldamt goierbyimlipimtilinecsi.ewe r s i gh
jur iosndsi catnid regulatory aut honiyt bes ofmer compildrcadd
t hheoundaries that-famecd i vap @ whelthwndbdd pegti Ese. I n ot he
words, delineating which policy ahutchho rsitzaensd awhdisc
regulate which industry 1s Hmnw Jdoomghreeossse i mpl e and
overcscad adnstries and government agencies may al
converging technologies tHatbolmlhwraramrd .blend exis
Secodnidg,ital privacy concernscol¢mcfiom aandvasgegd
personal antlTemahmhilmegidatla .convergence facilitate
collection o fp odtaetduait,g iawllaitcobp cpeavsmessy f or cons umer s . D
and usage are tied to digital privacy 1ssues bec
identify an indivibdazkiontiesecealCopaecetrgedsten hnol
vol somfe dbfttgo 1 mphmesee experience by generating mor
anticipafladygt nalcpacnttesnbtei aulsiedd nttd f y, locate, track
an individual ’swiktnloowlleedtgdea m gpeoct sewnbt ei aslolhyd r d o

lStatista; Smart phone Penet r2a0t2ihtipsy/ wWw.statistaxdreatistic03734globat
smartphongenetratiorper-capitasince2005/

Statista; G1 o b a l SmartphomBR¢9 1T n ¢t Biibd/ewdwssiBitista.cordiatigtiesd71889/
smartphonavorldwide-installedbase/

2Statista; Smart phone Penetr &t0i2dn | U htipsaindwsstatista.coddtatisti 20 784/
percentageof-mobile-phoneuserswho-usea-smartphonén-the-usi/.

Statista; Smart phones Instaf2l0€@ Ba Stpsy/ivawsstatista.qolstatistizsslDaB8/
smartphoneinstalledbasein-the-us/.

SStatista; Gl obal Smart pho0nleS Rle viStpsalinawwsStelistalcorafatisticsp87476globak

smartphonegevenues/

Arjun Kharpal, “6 Billion Smart phCNBGIanuaWl7]2017Be in Circul ati

https://www.cnbc.con201701/17/6-billion-smartphonesvill -be-in-circulationin-2020ihs-report.html
4 Personal data refs to information that pertains to a specific individual person. Examples of personal data include

name, social security number, email address, phone number, home address, fingerprints, and genetics information.

Machine data refers to information geneddlty a machine-such as a computer, application, sensors, or a device

based on operational activities. Examples of machine data include sensor readings, network data for communication

protocols, and web logs.
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party entities’swiatwmawtneasns .i MAdi tithedualse of conver |
to propagavtaec,y diskiukeeelnywpirhil central to the policy
Third, data s ed taresimtoyc icaotnecde r enssA sha wsenvaircte sd eavriec a bl e
int er ctohoem e ¢ ¢wmbiieqauti t omas y f evautlanreersa b a t 1 teoxepbldo ibtee d

by maliciDatsaa setcaarssty, a component of cybersecurt
access and usia.alAlpangy awiyt,h dhitgafeecoonvyr geda pe:
technol whiehage neomiregeeso Dl adamea. Technological ¢«
poses three potentindr datmbdxacets ss tpspcianptsictelren st o

cybawskttinkage to physical security, and theft o

The firof hisctriepmrt describes technological conv
media convergence andhretrwhboklaoattiseaecegewde Things
smartdhomees as phOifmatehler ex amphesr gences, CcONSume
directly engage wi tlln o omugaerageetrda It eccohnnsoul noegrise sma y n
same level of engagement or wunder stthaonfdtienng of me ¢
occur in the background.

The secomd hsiesc triegpmoe gulpatetsen,t sdi gital privacy, an
pertaining to techrolbloagiteahaddrteglgginmlmadt iFveec e n t
actian¢idésscussed.

The thirdfhestreport ¢ omnclnsdese rGaatrtigdorngsso ¢f.eort i al

overarching consideration for regulatory, digit a

deter mining fotfh e hreolfeeder al govermaenemdec i molamgicemali

evol ohawnqmuei cktygnadandues to disrtRoplti eixda shhgemege if 7riamg

t hr ee—riesguwleast i ons, digitamaprbeaoc, i andrdatateecCtC

well as other stakehwhdrtr saggemeil aad,i agog Wmddc igdhlwee
e

general public.

Description of Technological

“Technol ogi cdilsa ccoonmwbecerpgteehryegel ng, bl ending, integrat
transformation of lienaddsp etaahp hwe tcoolnwhemweleadgites hnol o
This broad, complex concept encompdodladss mawide T
home devices. When a conver ged tfeucnhcntoiloongy e mer ge
technologies or rendetechhemoghsal eteoenvkEngethte s
a progneos evolut'ion of technology.

5 Many technological convergence devicesareeald “s mart” devices, which are electro
and are connected to a network and/or other devices for sharing information and interacting with users. Sophisticated
smart devices have machine learning algorithms that offer the abiliarn from past data and user preferences.

6 Media convergence refers to content that is made available through multiple forms, formats, and access points on
multiple platforms. Network convergence refers to a single network infrastructure that feamtitistributes multiple

types of media. The 10T is a system of interrelated devices that transfer data over a network among connected devices
without requiring humaito-human or humaio-computer interaction. These topics are further discussed in subseque
sections of this report.

7 Dong Hee Shin, Woivong Kim,and DongHoon Lee, “Convergence Technologies and
Implication for Regul atAnmugl Méetinglntarnatiot@loCommunidin Associations , ” i n

United States: International Communication Association, 2008).//web.b.ebscohost.coatostdetaildetail ¥id=3&
sid=00dd627599fe-4a5aa32d4cch6b08620c%40pee:sessmgrO3Rdata=
JNNpdGU9ZWhvc3QthGI2ZSZzY29wZT1zaXRI#ARZ203990&b=ufh.
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A

di scussion of technological convergence 1n 1s0

convergence 18 ¢l osceolny earasgsednomiccatt veodr cw i ct ohn vmeerdgi ean ¢

Technological, omreddémgemandads na,it obourtkt exar cdhe ppeansdseenst s e s
distidceasicontshree terms are often used interchang
of an alreadFi giinkeplluesxt rtaotpeisc .r el ationships bet wee
net wor k conver gences
Figure 1.Technological, Media, and Network Convergences
MEDIA NETWORK TECHNOLOGICAL
CONVERGENCE CONVERGENCE CONVERGENCE
Content is provided A network recieves and A device performs many
in many formats. transmits many formats types of functions and
of content. delivers many formats of
content
N
N
. > -
; ~ 3
L 4
(&N
News available as text, Fixed broadband network Smartphones, smart TVs,
audio, or video format in processes voice, video, and wearable loTs, Industrial
print or digital forms. data (offering multiple loTs, smart city devices and
services such as telephony, platforms.
television, and the internet).
Formats and functions shown are select and not exhaustive.
Source: CRS
TechnologicalThctenwergfemrathfemd 8 fhfee r ¢ a tneetrdgcechno 1 o gi
and interoperate as a single unit. A converged u
that correspondhtad maTdgeckheeahongid @paelyce includes de
systems that interface with end users. For examrg
as a smart television (TV), to access the conter
has combinedft he tffwuddttieomaal TV, a computer, and

h a

T Vs interface with users to surf therdadtier net

t h
u s
a

Me
fo

ve one specific pur po-s bkaei rl nb raodaddictaisotn TtVo cdhiasnpnles
,
‘el o’'ld s f k& @ sh ofmmeo n8 ¢ ¢ usciotnyn eccat eedr ,at @ l aa yn entuwd rck n o
erisncoofmi ng calls and message®Smaand Tkl cwnvipdeoec
variety of formats ofnsmedia to perform multipl

dia con¥Vlkir g enceofernettrdsatt oi s made available through
rmats, and access points. Media convergence pT

8Clo

ud storage refers to storing digital dataremote servers and accessing the data through the internet. Because data

are not stored in a single, fixed, isolated location, and can be accessed from anywhere, cloud storage gives the
impression of storing data on a nooncrete, flexible, fluid, mabl ¢ “c1 oud . ”

Cong
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ame digitized. For example, the contents on a
same caonttaantl yi available in bothn@gorint and di
io formats, dewli cchsr oaungch pmbud tt fieptlmme dnel uding

e 5o

caoafhilviesr greamfcenet wonrflar assit ir gukcet ua ed 1l ess and dis
types of media. Network convergence bec
on networks integrated; it omescame prevVva
atedtaceces satnd mhde iit dwsydeapteadompenie
nformation 1in forms of voice, video, ar
s as (@g.hbumphlacpamdled gereti okismi l arly, cellu
s, which tdo sanmd bfidemiamddbifinaedopl at for ms,
video, and dat a.
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e
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ior to mnet worokgi cmeld icao n vaenrdg etkecghsnjpde ns$ epat avobe k
dicated to handling and distrikstsienlg byna part.i
nfgdrection device. For example, a t(eil.eepphone net
iket)ween telephone handsetd . viAdebda ehedevnstongsat
nvergence remadvésc,oluijpthe ym imddhiga, net work, and
couglilwewmmver gence its versatility, flexibility,

A< v amw <38 @e0 =572 40

o o o = o =

Characteristics of Smart Devices

Many technological comwddgeonce sde whdeh difd emal Ing
de vi(cEexsampdbTsdeti ¢des are discuDsessepd tien af owlildoewirmgn g
applications, smart converged technologies share

f Smart devices can execute mulstiple functions

T Smart devices camicoatievs fHovmathe ndand empl oy
learningi®ad ghbeliitvheers opti mi zé d pgmdhdenhanced us

T Smart devices are connected to a network dir
ot her s mafr@ienngleivg wietsous farcaoampywhdrmowe us®rany
plat.form

These key mmrayr patesreinstt dpuost sefnot ol na€l o npgorleitsdsye, 1 ncl udi n
following
T Who will providwibdgulsdtghty aanuwt homwi ties be ar
technologies that ¢ b&nve doounhgb itpob ea nf uenscttaibolniss hoe
category?
Corinna Peil and Sergio Sparvier o, MédMEahiergen®@andver gence Meet

Deconvergenceed. Sergio Sparvier@orinna Peil, and Gabriele Balbi, Global Transformations in Media and
Communication ResearehA Palgrave and IAMCR Series (Cham: Springer International Publishing, 2680), 3
https://doi.orgl010078783-319-512891_1

10 Machine learning algorithms examine historical information and user preferences, extract patterns, and attempt to
predict or anticipate a wuser’s mneed. The predictive capabi
adjusting rules or modglarameters. According to the Merriedlie b s t er dictionary, an algorithm
solving a mathematical problem (as of finding the greatest common divisor) in a finite number of steps that frequently
involves repetit i onerantfmathematioappeinciplasfommithe Basidvbd maghind leafnihg

algorithms, executed as a software program that leverage computing power and executes functions without explicit

commands.

Congressional Research Service 4



Technological Convergence: Regulatory, Digital Privacy, and Data Security Issues

f How hoadds umer data be collected and used to
witHduumi ting tech’nol ogy innovation

T How todasthapsecutootgapregabrdeypersonal infor mat
physsieccaulpmt matrtcf?ous actors

An Over vliretwe ronfet of Things

Thd oT ciosmmeomampl e of technbdhloogT ciasl ac osnytsdtracgm nocfe . d e
are connected to ,xcadtadegtvhtghmedteecsasecalyub oyina g

tdumahumbo omput er HImt eortahcetri owno.r ds, T oT is a coll
devices thatnftanmahaon among themBhd viesT (peo sgs. e s ss
al three character i snmuilctsi polfe cfaumntcdtr godnds g tn edaahtuho lu e g
an ubiqu.iVheows aeaztegeries ofmtloheitnolfuddimgdys tln
Medical Things, smart city infrastructures, and

1

d

d

T industry ibsotah ggrloovianlg ySdamfdecsc o rtddh @ gUh ot & @ me
t i ma t2e@shl®iT retail market in the ddmdtedeStates
0 million consumer Ilof dbevi Ud'Fi gdrSlt wshtematee s n
obal 1tdleet ufer omi 20 B2 ctoo d2,0 B8 t oo Mpt@amsiosktind 4 t ¢ s
atistbiacaeld datdnfor matlino n2c06ln8e, mmEt € I o Ts dhwvsces,
arable and hoomen adetvdad essmargteneratedomnerct®dd bi
tciaet se, g somacrittwaess t he 1 a2 @8 &8 whb(+d%)refenuve. The i
terhepgesfich as &tmdrt hfgabiwvgghesitn, t erms of gl oba
tween 2017 tahad QWtiBepemihgs Anf esliée mhde E of varic
rkets by McKinsday iadls dposTthi envetsri edakhsleiybigh @tufse mo s t
mpared to ofThhew vl lodpmegnstt,emspplicalktibal yand u
ntinu FofGegmew awil tolmh o dclG@olgliwelsar ser vice, whic

a

OOEU"—‘OQVJUQ\](DH
c oM OB "0 = OoOwn o

S
€ h

11 samuel Greengard@he Internet of Thingshe MIT Press Essential Knowledge Series (Cambridge, Massachusetts:

The Massachusetts Institute of Technology Press, 2015)

IoT Agenda, What Is I nt er aDBefinitionf fTrhoinm gWh a(tllosT )C?0 m, ”
https://internetofthingsagenda.techtarget.aw®fihitioninternetof-Things|oT.

Rgtatista; T o T Mar ket Si 22¢0 2Wo 1| | dtipsybveiwssdafista.oralatistics76405 Liot-market

sizeworldwide/

Daniel Alsen,Ma k Pat el , and Jason Shangkuan, “The Future of Conne
McKinseyand Companyhttps://www.mckinsey.corféaturedinsightsinternetof-thingsbur-insightsthe-future-of-
connectivityerablingthe-internetof-things

Statista, T oT Infrastructure Ma2R&¥ by Bitag/pvivwsstatista.godtatisidasm US 2016
761278iot-infrastructuremarketby-applicatiorin-us/.

Bgtatista 1 o T Har dware 1in -U82Ret althsa/duwssttistatconibtatistidsb88756iot-in-
retaitmarketin-the-us/

statista, T oT Devices in Use by 6tps/ewgnostatista.comfatistiss75ZMAo- | St atistic
consumeiproductinstalledbasein-the-us-by-category/

Bstatista, T oT Subsystems Re-26h8e]| Whttpsh/dviwsstdtista.bratdtigticsb03466iot-
subsystemsevenueworldwide/.

%James Manyika et al., “Unlocki MgKingeyard CBapany,nt i al of the I nt
https://mwww.mckinsey.corbusinesgunctionsgigital-mckinseypur-insightsthe-internetof-thingsthe-value of-

digitizing-the-physicatworld.
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larger number of devices to besuppoetiagd snomubhdhb
consumert biudl imdasof 1T devices and systems

Figure 2.Internet of Things Subsystems Revenue Worldwide from 2012 to 2018

Sin billions

5100 52.9Connected homes

54.5 Connected

— 525 vehicles
53.7 -511.8 Wea rable

575
: systems
$1.4 -510"5

— 52 .0
s10 M ss.1 ot 5359 Industrialintemet
%0 0.7 ==737 s124 :
50.6 51.0 legg 7
S0.8 =S——50.8 .
==50.7 57.8°
525 56.4
ﬂ 529 535, 5405 536, XL Connected cities
S0
2012 2013 2014 2015* 2017 2018*

Source: CRS created based on data from Statistd, 0 T Subsystems Re26ftB8e| W&t htdwbstlec?2¢
https://www.statista.constatisticss03466iot-subsystemsevenueworldwide/.

Notes: The source for this figure did not have the information for 2016 and applied estimations for 2015 and
2018 (with *).The Connected citiecategoryrefers to smart citiesthe Industrial internetcategoryrefers to
industrial internet of thingghe Wearale systems category includes consumer devices that register and provide
personal health information; and the Connected homes category refers to smart homes.

oT devices drt € ffaiseelddsi na nmb nsyer veThd ovlariety of fu
nmip a sasba oraadn gaep polfi Saet e dms e golroiTe sdeovfi ces are discu
el ow.

ndustrial Interhketnmpdfe dhinmgs c ( dlebplp Iciama tbieon o f
ound in thiengnmammdastmydusRaefiadr ddttead naest iof Thi ng
et worked machines in a productiontbacimprobyecan
fficiency, produ®fheviapypl iacacahtnpem fafi MhloaBt 1y, fr
etectimmn icmseifdeniearpyr opviipdei h me r pa b d9Ad tsiodd odlat & a n
nadleariety, osfumamdmfssatcrtiuersi ng, chemicals, food ai
ansdt gedlr ang hompmr watnpdo h e nytiicalid ynci Cudbenkyiiss .
Nor t h Anheerriecag,oasmmee [ o0oT HdoAdneonhnewsmatyman but t

OO0 D —he= o0

17 CRS Report R4548%;ifth-Gereration (5G) Telecommunications Technologies: Issues for Condresdl C.

Gallagher and Michael E. DeVine

18 ea Bolz, Heike Freund, Tarek Kasah, and Bodo KoefbérI o T Pl at forms for Industrial Equ
P 1 a y MeKinseyand Companyhttps://www.mckinsey.conmdustriesadvanceeklectronicsbur-insightsiiot-
platformsthe-technologystackasvaluedriver-in-industriatequipmentandmachinery

BGEDigita,“ Ever yt hi ng You Ne ehttps:#wwww.dercantigitad/ogiavarythindyeuneed
know-aboutindustriatinternetthings

20 |bid.

Congressional Research Service 6



Technological Convergence: Regulatory, Digital Privacy, and Data Security Issues

changet hélficobnperation of 11 oBly asaskmat rhacl yFtoiucrst hi s
Industrial Revolution (41R).

Internet of MelA)Somt dThpogheee (uUlnceM ofh eMe dh icmgd s
(IToMEB) inGdedMITi dgvices, such as heart monitors a
patsehtal th statistics over wafooumomet wor kg, toe
configurationlbn ah@Mdl DPreowwart i20G . millioweteT devic
connectedawds ]l dwi @a6,18, over 400%»mildiparsdenalkes
health level, wuecahrs ambslr ¢ Iwaff icthress s szeatdr ane ku'ssresr
physical activities, Dblans i2c0 1v7i,t aolvse,r a4n0Od mnsilleleipoinn gf
were in use 1i%® the United States.

Smart CotTidevices and s,ystttiesbhsdg iinn ftrraasntsrpuocrttuartei osne
be grouped und‘ mat %At seyxeagnprlye off utilities ToT

“smd’gtid and meters for electricitycuwabwoemeyr and

us aget odacthdh tnlte@eal cottopdli mi get pmoduction and dist
demand ifMdal example of transportation IoT in a st
ax klearcsattheart i nterface across &BCbl pmbisse OHanspo
nning fprophsalDepart menhDT Oria (Ttr a@istpoofrC@ litoann ge

dauoddenected thdrashtrtectare with vehicles, trip
tem acrtasasn smutl tslypléemmon a md uasn dv eshf? Gtlhedse s .

ali DPoB¥mafttbetwe €EhATKDr geCeOK,ans asMOCi t y,

t sPbpAProgh ORandd San ,Frf8mairstcacities is currently
gment of ToT3 n terms of revenue

+ 5 »n o

Smart Homseumer product T oT devices wused in homes
unde ts ntahret "chastmeg or y . Included in this categories
s mart entertamament hsymo etnmat s ¢ cht e dd udibgs womwlnt 1 et s,

Zlotatista; I o T Connections-2N36t h Bitpss/ewiwsstatista. goréfatisticsd33099iot-
connectionsorth-america/

2Ppricewater hous e Qtps/waw pvc.comigehliRrarg/dr-yeady.html

2Bernar d MhernterneofMEdical Things (IoMT) Will Starto Transform Healthcai@ 2 0 Foibes”
https://www.forbes.corsitesbernardmar201801/25Mhy-the-internetof-medicatthingsiomt-will -startto-transform
healthcaren-2018/

2Statista Gl obal Connected I ofdD26&1 8 e pttp®/wavSstatista.comtatidtiosl 7 a
74873 7worldwide-connectedot-devicesby-sector/

Sotatista; 1 o T Devices in Use by, Gtps/ewwostatista.commtatistiss? 5T 1L Aot
consumeiproductinstalledbasein-the-us-by-category/

%<«Smart Cities anncdeBraskings(biog)clanmary 23, 204 84tds ¥/ vway.brookings.edevents/
smartcitiesandartificial-intelligence/

2TAndr e w MeforlUtlities: Srhart Water, Gasaftdl e c t ri ¢ Ut i 1 iBusinessInsidgrmi ng Soon, ”
https://www.businessinsider.comiernetof-thingsutilities-waterelectricgas201610.

28U.S. Department of Transportation,S mar t Ci t y Ch al | e nhitps/Mww.tSansportationlgevk 28, 2016,
smartcity

Statistic

P®Smart Columbus, “ Hdtps://siartSombus.gdw [Uu 8bu Depart ment of Transpo
Winner: Columbus, Ohhttps//cms.dgpvismariditywinne 8§, 2016,
30U.S. Department of Transportation,Round Two: Seven Finalists Create Plans To

September 28, 2016ttps://cms.dot.gosMmartcity/-finalists-cities.

SlStatista; T o T Subsystems Re-208 8 uk Woitpst/ avswistdtista.cbratdtiticsh03466iot-
subsystemsevenueworldwide/.
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l ocks, ,doaonrd bheolmes s3%Tchwersiet ys msaystt ehmosme 1 oT devices
single network and can be Eiogh trcoadtieegdd rricenso toefl y o v
consumer I oT devices used 3Im 200mdd ,were o€l ahedgt
smart home mar keov83a0s befdltliinant ed t o be

An Example: Smart Home

A smart home contains a <c¢ ol lde cftoiro np eorfs ocnoanls uunseer w
experience 1s improved by connectoirnge xvaanrpiloeu,s f e a
smart home IoT devices may be interconnected to
home with voftemnmeé £tedaase a virtual assistant. C
virtual assi’stAheéexsafSApAne GComgl e’sALordstaanmt , aMidc
Sams’sn BiA bvyi.r t u ails aas spilsattafnotr m t hat can manage and
hoan de vi ces -ebsatsaabdl iosnheud ear i t er i a.

Moreosennytahome may have a doorbell with a vide«
user to see who is at thehdedoprfrath 4 npywhbenk oOwvet
int eA nsenta.rt hoawme amaymart door lock that can be |1
addithent her mostat, lightsjinehestmaka  homet !l et s,
remotely controlilteedr theyt .a A ssema rotv earp ptlhiga nc e , such
that 1s nestwortksedsenanrs notideomeicfdy omt esmst amwd tc
such as restocking alerts or suggested recipes.

Some smart home devices r1esemblea tfruamdittiiomma lorde v
net wor ktiinegs .a bExlaimpl es include smart 1lightbulbs,
and s mar t Soanpep Isimpanrcte sh.ome devices are establishin
segmekat did not. cAnpdxApmesonBob bdbyprwitdmalt s with
assifklteaxnat as voi Whether itnhtesfabe. former (evolut
latter (new/revolutionary technologies¥, the s ma
Smart home wlleavcic etsype ofe [oAHreposba@asacteristics 0
t e c hnonuolgtioiepslbelfeunndcetdi ons, collection and use of d
through net worlpodemntdatli ogm.] i Elyus nterests associ:
convergence ooa@idn bemaid s ohPooitise endteivailc essmart home i s s
Congress include the foll owing.

Congress may decriedscovietresiisghte geausrsiassrdy cttda ons and 1
of smart home devices, easspseicsitaalnltys ,f owh ipcrho dmacyt sn ol
established categmosygitohficce ddchhoTopgge CThbemimudasesd on (
both protecting consumer s 3%Chodn gprreosnso tmanyg cbhuosoisnee sts
2 Statista;” S ma r t—Wbormled wi de | St at httpst/wwwdtatistd.conltldok279@0smart ,

homelvorldwide.

Botatista; ] ®Evices in Use by Cat bttpso/www.statista.dostatigtiosis7717iot- St at i st i c, ”
consumeiproductinstalledbasein-the-us-by-category/

34Statista; Gl obal Smart Ho 18@22|Gtatis k attps?//Bnivvestatista. 6oistatisticss82204¢lobal
smarthomemarketsizel

Market size is different from revenue. Market size is the potential revean@stimated, possible, total income that
can be generated from all potential customers, which compose a segment of a market. Revenue is the total positive cash
flow from sales of goods or services in a given timeframe.

SSStatista;” Smart Ho me MRtpspwovw.statistalcangtudy42112smarthomereport/
36 Federal Trade Commission,Wh a t We Do , ’https:/iwwwe.ftc.goyvabdliiciwhatwe-do.
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the BTCurrent oaembariet that they are sufficient t
technol ogi epso.t elnnt iaad d igtridohna,o mbuhriiesidnigbge i ddn s cma g ¢ d
if other federal government organizations and toh
home technologies.

Congress magwdecidagphthaneednepsoslaircyi eeso protect cons
privacy, including personal data that are collec
smart TV, in privist e oshetahcteidglhdoe s h pa olmmvt aels e o f

di gital pr icvoancsyu mehrr opurgoht ,ei ctetsmeorng iamugt hdoirgitte aels pr i va
linked to practices that are legal &s opposed tc
Congress mwahye teixeadndanael | aw t hat cpoenmrpsrdodnigadlnt il vel vy a
privacwmecans @xy atnhsei sfhlTc(lwfh s umer data protection a
required.

Emer ging smart home technofloguemsdmnfrofursrhahleirc ine c
actors. In addition to collecting and using pers
security and cybersecurity. Malici'uisnfact matsi anm y

and home through smart homecadssvias sa kwhy chomwmvferrir
feature.urWheentthaegre cu e f eby addresses data, cyber,
maglbe considered.

Selectesdsbosuated with Techno
Convergence

Regulation, digital privacy, and data security a
technological convergence thatnmdgdhagrdesf sinteres
identified in the smart hamohf stelaemhlt esinsshespre:
disclimnsédhhesubsequeTikt hsruebes escetlieocntsetdhteh s s mes are ti
characoétreceonhvesgedi ¢ ewhanod mpfiCheiroaucstleyr i stics of |
Devi’eesti oonnvErgengecof technologies blend and t
distinctions for each technology becaus.e a conve
Secomadhnddbgconvergence consumes, collects, and
personal andhmoalicogedlattaeachnol ogies allow ubiqu:
end ®Fkese characteristics are typiewailceys ofbrscem v e
media and net wor k.

Regulatory Issues

Congress may consider policies that address bler
technologies and companies merge and replace tra
Pol i cy iisnsculoewsé gnsaiyght jurisdictions, regulatory a
competitiveness since a converged technology c¢ou

Federal Trade Commission, A Br i ef Overview of the Federal Trade Commissi
Enforcement Aut hlbttpsi/taww,ft¢.govihoutftc/whiatwe-donfobcementuthority.

37Federal Trade Commission,Dat a and Vi sual i z ahttps:/dwmve.ficyowdiforceméntata 1 5 , 2018,
visualizations

38 Ubiquitous access refers to the capabiityemotely accessing a device of a system anytime, from anywhere on any
platform.
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may be delineating the Fedes a(lF CO)mmaland ctatada olmBC ar
aut heosr iotni convergence technologies as more devic
wirelessl®¥ connected.

Merging and integrating multiple technologies fr
converged technology pose cbhabbangbslioiesguDeat e
oversight jmegeulhau chiofpaird iceasndver ged technol ogies b
the boundaries t hfaun otnicen shekpeatr dn &t dewdd isha snegtl lee r .

challenge for paleildnmakgiamnsge mehyecdhteda gmbnch policie
and stwaulad db¢ ®©t capphyn technologies or certain
once clear lines of authority by,thagnwstry or me
l onged esiamd s tfroari gthetcfhonrowlaorgdi e s where these funct

How Congress oversees which industries and gover
to converging technologies tKomgblensd mayi sdteicn g ec
it 1is nepescssadnyc d mmiitsol taftsicvtei vel y oversee a conve
that servest Mohdi plad uflggn,metnlie of converged techno
aut honraiyt isehsi fties etwohmel og

Thomplexntsesting regulatory jurisdiction can bz«
convetregd mpalnagirexgul at i ng ceovmoplavniidege yt ecacrhen od iosgcyu s s e
bel ow.

Regulating Converging Technologies

Regulatiggng toeonhaonhegw, twhificnht lelegar datnign gormul t i pl e
t ec hnoclaongilbeesl,] dlhhgisngs bectome (t) athonehep bet we
converging technol oigsy mm dl an @reedg uc 2ap aar yc oggmpteirtgyi n g
mayreamtw sswhetoe a regulatory entity has mnot been

i ttihael Isyttandar ds anas poevceiefsihbcqght wpod ieseablfoshed

dependently. They wer eanem @gtiinme e s pienr andi ynldid € yFeolr o p

ample, (wWwhakbappoonyi diabg ev oliVce  )wheammdpbolteding vid

lul ar t e c hntohleoegsipeesc teiavceh sftoalnldoawe d £#,gud md etdh dsye

i ies speci Whent at e mhduetltiggdpiydf § ®a mmwgni cati ons
olmmagyi ebse, rietqaad hreirdel ¢ os muddards and regulatio

OO0 0O X B B
o — -

D 0 o -
:‘i—‘

=2 ]

=

ch cases, multiple agencies mahiseaead yt o 71 e ¢
re extbtoaidtroervmeel wsn.e I ndustry may incur add
ards and reporting requirements for converg

€q
a

v o
-
o= c

t her saist utaetcihomosl,ogies converge, the outcome ma
chnology for whiddhot pe guwliEasxtasmipyl eesa fisngcolruyde s oc¢
di aloadld , virtuWilt heowtr cdgaadilastaorr y and oversight fr
w converged technol gpgairetsi amlalyy bree g wilgantl endne ¢ gwh d ¢
wly dévaeimoeppweldike o |l 8a@dwlfd rteog usl¢ahitm dlmwyg tory t hey

wledver lopkedr ning bodies whdmahnjumdetde cmii omatad
undaries need to be stretched to cover emer gin

S S e w

cos B g " —
cooao0aayp

39 CRS In Focus IF1095%\ccess to Broadband Networks: Net Neutrality Angele A. Gilroy
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Regulating Evonlesing Compa

Regulating obmpmwveegetdhatchnol ogihe servhaticangod
product lines evolve and expand s uAdlit htolugth t hey
diversification is cons i dleorgeidc anlo rcnoanlv ebrugseinncees sb rpor
operartram@aa |l f o s pcmommmpgalntiiepsl e 1 nAdausittry sste cctomrcse.r ns ¢
arise, or compuwmhlmjitest emhey snmme bhhee¢ ghlt dhd reghbakio
of classification.

For example, companies suchoffSenAmaszbomeApple cean
pl at fSomms .of t hesecasdnavitc ddloo,arswedld eva mcr a, smart d
locks, and net wor ked comtgcf uanse hhsoommes saencdu rviitdye od ec
Many of these products are bubhodwlegvdetrhe s@ starting
technology convergbanceequmpedi et fmellowtstate ar
raditional home secmonittyoreodipaddensi thasepvioova de
Another déisempksked widesebdbyiahwhiedheressocsal media ¢
should be classified as¢snfonmattrodnsti eghansaldo gy r ¢
communicatis,onsr pasadsfhooom ver ged technol ogies and

straddle or fall between rjoureisscdipatnisdmall ibdwemsdadrei
more complex.

Digital Privacy Issues

Congress may be interestedr giend dtiegcihtnaoll opgriievsa,c ywhcic
collect and use personal informationusaeads machine
Current federal laws protect certain types of da
storage, useon apnrda cdtiiscseesmi nAast iconverged technolog
l everage mor esofy pdast aa ntdh avto lcuaame i dent i fy, 1l ocate,
concerns for protecting digital privacy may 1inte
Technological c¢omwrvemgennscuempftaicoinl iatnadp ecsoilmlge ct i on o
poteditgiattal privacy ®Oetnhaecnsl Eotioonantensage ar
privacy 1 sap il e saegbgorceaguistei ofior mati on cowlrd identify

r e vpeaatl tiehrhnast t i Comnves ged technol ogsoefs dlaetvge rtaoge 1 a
i mprtohues er experience by generating more tail orec
dat ap octaennitdieanltliyfy, l ocate, track, paerdb omonitor an

knowledge. As the use of converged technologies

wi ll il kreelnye e nt r al

40 Monitored security systenae actively observed by a professional home security company who take predetermined
actions based on alerts and activities. Unmonitored onsafitored security systems are managed by the user.
Furthermore, professionally installed home security systam set up by licensed technicians using equipment offered
by a professional home security company-iDgourself home security systems are installed by the user by purchasing
a kit or sensor devices.

“What Organization Re gul aSateWiséblaghhttps:Svevw.safewisexomfmemp ani es ?2, ”

securityfagvho-regulatessecuritycompanies/ What Is a Security Sy&afetWise and How Does
(blog), https://www.safewise.combmesecurityfaghowdo-securitysystemswork/;“ The Di fference Bet ween

MonitoredandUn moni t or e d S eSafeWis€hlog), htpg:/Avivw.safewisé.corhbmesecurityfag/

monitoredunmonitoredsystems/and“ I s IY8 ePur ity System Better Than a Professic

SafeWiséblog), https//www.safewise.confomesecurityfag/diy-vs-professional/
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Current Data Protection Laws

Whi Ifec dat n a1 t h ahte ncsoinvperled i d dnads ped vacy does not ¢
laws are in place to protect certain types of d
Cur rUe 1St. data protecltliowi dg ws LRAe RigoembDat®Ral 6631,
Protection L#&w: An Overview

U
a

Gramm-Leach-Bliley Act (GLBA): The GLBA imposes several data protection

obligations on financial institution§ hese obligations are centered on a category of data

caled “consumer” “nonpublic personal information
sharing NPI with thirgparties, (2) providing privacy notices to consumers, and (3) security

NPI from unauthorized access.

Health Insurance Portability and Accountability Act (HIPAA): Under the HIPAA, the

Department of Health and Human Services (HHS) has enacted regulations protecting a

category of medical information <called “protecte
regulations apply to health care providers, health pland, health care clearinghouses

(covered entities), as well as certain “business
regulations generally speak to covered entities’ :
of information to consumers, (3) safeguardr securing PHI, and (4) notification of

consumers following a breach of PHI.

Fair Credit Reporting Act (FCRA). The FCRA covers the collection and use of
information bearing on a consumer ’ s creditworthi
regulations goverthe activities of three categories of entities: (1) credit reporting agencies

(CRAS), (2) entities furnishing information to CRAs (furnishers), and (3) individuals who

use credit reports issued by CRAs (users). In contrast to HIPAA or GLBA, there are no

privacy provisions in FCRA requiring entities to provide notice to a consumer or to obtain

hisoptinoroptout consent before collecting or disclosin
parties. FCRA further has no data security provisions requiring entitiesatotain

safeguards to protect consumer information from
requirements generally focus on ensuring that the consumer information reported by CRAs

and furnishers is accurate and that it is used only for certain permissipleses.

ER)

The Communications Act The Communications Act of 1934 (Communications Act or

Act), as amended, established the Federal Communications Commission (FCC) and

provides a “comprehensive scheme” fThe the regulat
Communications Act includes data protection provisions applicable to common carriers,

cable operators, and satellite carriers.

Video Privacy Protection Act (VPPA): The VPPA was enacted in 1988 in order to

“preserve personal pral purchase, ondelivety ofrvideopapest t o t he r e
or similar audio visual materials.” The VPPA does
requiring entities to maintain safeguards to protect consumer information from

unauthorized access. However, it does have gyiyaovisions restricting when covered

entities can share certain consumer 1information.
tape s er vi—caeernpthabinciudes both digital video streaming services and

brick-andmortar video rental storesfrom knowingly disclosing fpersonally identifiable

information](Pll)c oncerning any “consume-inconseniThehout that con
VPPA does not empower any federal agency to enforce violations or the Act and there are

no criminal penalties for violains, but it does provide for a private right of action for

persons aggrieved by the Act.

41 CRS Report R4563Data Protection Law: An Overviewy Stephen P. Mulligan, Wilson C. Freeman, and Chris D.
Linebaugh
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Family Educational Rights and Privacy Act (FERPA): The FERPA creates privacy

protections for student education records. “Educ
gemerally include any “materials which contain 1inf
and are “maintained by an educational agency or
“educational agency of institution”onto include “a

which is the recipient of funds under amygplicableprograny” FERPA generally requires

t hat any “educational agency or institution?” (1
depending on their age, the student (1) control over the disclosure of the atu ’ s

educational records, (2) an opportunity to review those records, and (3) an opportunity to

challenge them as inaccurate.

Federal Securities LawsWhile federal securities statutes and regulations do not explicitly
address data protection, two reguirents under these laws have implications for how
companies prevent and respond to data breaches. First, federal securities laws may require
companies to adopt controls designed to protect against data breaches. Second, federal
securities laws may requilmpanies to discuss data breaches when making required
disclosures under securities laws.

Children’s Online P(CORPA)c y ThPer o €C®@BRPAomndct he FTC’
implementing regulations regulate the online coll
Specifically, COPPA’s requirements apply to: 1
service that is “directed to children,” or (
thati t is collecting personal i nfossy. Goveredon fr om
operators must comply with various requirements regarding data collection and use,

privacy policy notifications, and data security.

(1)
2) a
a ch

Electronic Communications Privacy Act(ECPA) The ECPA was enacted in 1986, and

is composed of three acts: téretap Act, the Stored Communications Act (SCA), and

the Pen Register Act. Much of ECPA i1is directed a°
Amendment Iike privacy protections” to electronic
three acts also contain privacligations relevant to negovernmental actors. ECPA is

perhaps the most compressive federal law on electronic privacy, as it is notspecific,

and many of its provisions apply to a wide range of private and public actors. Nevertheless,

its impact ononline privacy has been limited. As some commentators have observed,

ECPA “was designed t o regul ate wiretapping and
commerci al data gathering,” and litigants attemp
collection have generallyeen unsuccessful.

Computer Fraud and Abuse Act (CFAA):. The CFAA was originally intended as a

computer hacking statute and is centrally concerned with prohibiting unauthorized

intrusions into computers, rather than addressing other data protectionsisshess the

collection or use of data. Specifically, the CFAA imposes liability when a person
“intentionally accesses a computer without author
thereby obtains.. information frommpmumtye rp’r oitsected ¢
broadly defined as any computer used in or affecting interstate commerce or

communications, functionallallowing the statute to apply to angomputerthat is

connected to the internet.

Federal Trade Commission Act(FTC Act). The FTC Act hagmerged as a critical law

relevant to data privacy and security. As some commentators have noted, the FTC has used

its authority undertot haeg eAnccty tfoo rb epcroinvea ctyh,e” “egfof e ¢ t
gaps left by the aforementioned federal statiésile the FTC Act was originally enacted

in 1914 to strengthen competition law, the 1938 Whdsater amendment revised Section

5 of the Act to prohibit a broad range of unscrupulous or misleading practices harmful to

consumers. The Act gives the FTC gdliction over most individuals and entities, although

there are several exemptions. For instance, the FTC Act exempts common carriers,
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nonprofits, and financial institutions such as banks, savings and loan institutions, and
federal credit unions.

ConsumerFinancial Protection Act (CFPA) Similar to the FTC Act, the CFPA prohibits

covered entities from engaging in certain unfair, deceptive, or abusive acts. Enacted in

2010 as Title X of the Dod#rank Wall Street Reform and Consumer Protection Act, the

CFPA created the Consumer Financial Protection Bureau (CRRBBan independent

agency within the Federal Reserve System. The Ac

authorities, including the authority to take any
“comming or engaging in an unfair, deceptive, or
connection with offering or providing a “consumer

State 1aws, such as California Consumer Privacy
Europeats WWGreinemr al Data Protection Regulations ( GI
guidance on®digital privacy.

The F TaChtdhcet C1 aayrteo nt hAec tpr i maiwyhFeE€nvastesgathinve, l a
enforcement, andptoteghtcagsuameéehor@ibge pooomote coO

ant i Thise thBG enforcement or administrative T espoc
l a#T.he FTE€onsumer prcoutrerc®tmi¢ammp amei sosni odnat a— s ecur ity
such as i, dentoiltay itolme fotfD oD oNoNa nldrChackkt e pttilvaen advert
digital prdavacyi dtmewdf axtint8Whtiilvei tcioenss umer protecti o
priwacey increasingly becoming saylnoonney tmoapys onvoic @ @ s u m«
sufficietndvonjandsduthdrgiyabagdedaesomysfeers raltly
data on .all devices

Data Pan®atg Security

Di gital ©privaciyn vdoilsveeu st swioo ncsl oosdealteyayn apsrsi ovcaicayt each dt adpa
s e culaittay .prtihgemaxcegr nisng of data collection, wuse, a
protection of data fromTheauat hwodidd digfticlrse mal i ci ot
]l a wf volfneascstt hei i n¢ £ ndeddust beermt hda ot dual

“2Additional information on foreign government fouodl i cies, s u.
in CRS Report R4558Mata Flows, Online Privacy, and Trade Polidyy Rachel F. Fefer
“Federal Trade Commission, “A Brief Overview of the Feder a

Enforcement Aut hhbttpsi/www,fte.goihoutftc/whHatwe-donfoBcementwuthority

The Clayton Act (15 U.S.C. 12 et seq.), which was enacted on October 15, 2914, comprises the U.S. antitrust law along

with the FTC Act (15 U.S.C. 41 et seq.) and hehe Sher man Ac
Commission is charged under Sections 3, 7 and 8 of this Act with preventing and eliminating unlawful tying contracts,

corporate mergers and acquisitions, and interlocking directorates. This Act was amended by the-Rabimsorict,

Pub. L. No. 74692, 49Stat. 1526, codified at 15 U.S.C. 88§ 13, 13b, and 21a, under which the Commission is

authorized to prevent certain practices involving discriminatory pricing and product promotion. HgeétaRodino

Act (HSR), addindgSection 7A of the Clayton Acis listed separately. This information is availabl
https://www.ftc.govenforcemenstatutestlaytornractand athttp://uscode.house.gaigw.xhtmlzeq=
granuleid%3AUSrelim-title15-section12&dition=prelim.

4 Federal Trade Commission,St at ut es Enforced or Adtps/wivwftcgav/ed by the Comm
enforcemenstatutes Wh a t ,Wiune D,201Jittps://www.ftc.govaboutftc/whatwe-do.

45 Additional information on Do Not Call or Do Not Track can be foun@RS Report R4507®rotecting Consumers
and Businesses from Fraudulent RobocdlisPatricia Moloney Figliola

Federal Trade Commission,.Da t a a nd V October 15, 2018ttps:bwmwvw. ftc.govenforcementlata
visualzations
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ata breach.

¥ and finanoi delxmpilnofiotrenda,t icoanu sairneg f i

[ =R o N e

a security incident

Data ppitwatyces determine how and to what

ta sexmeEptygt of cybersecDraittay smoruea istog
licit activitDatsa ssuecchuraist yt hperfac toifc edsatiancl ude
baectrt a ntless pomesa s ures enddelmga n oatfiffeicatdeidvo dmat e

tdleaf e npdrs i

p

upon

a securitynvebuesat¢ttyptr maiwh gpwsheou samatrternyt 51 aawfeu 1
iwndideast @@ in ways that harundbarne aikni dnigv ii dnut aol
abase or sendingteptardphishyngfidmdiemantcoal
n

.a Ex

nanci al d

e
d busPirnievsasceys .i mplé e apé onen airsiasmp rochmiast @ d nduring
t

extent

whom t he dabDat arpr is Usacaogpdsoefittspelr sofhal —trhfissr mat i on

i

may include datas powsodfbsdilnivpoila¥isedd ent it i es

Data privacyarnissd afwrfaith p, a2 cpaalitbsyotniaels i nhfaowremm t i on ma
collected, used, or shawardeibesyo nadflgawpmnoddics snd v s li
resmdysreveal as petchtast owfe racrE wiamndgipwisd wall. dsat a pr i v
include mobil ec alplpesc tainmlg warhdsi weendlmignle acti vity an
datae suggestln agregnaecrhadla,e dad w wf abhme ma ek &t i ng
strategy, from which the customers may benefit i
di sc Bwrthtesste acti vitiesthegybdbmawkpia.twsheemy whe n
customers aratnatmfowanh & ¢ ® h ewdhhsohna trthahse fimg r ma t 1 o n
with whhdatyhienf or mag ¢ d namd f o)rl nwhi avti dpnwarlpso sneay e xp ¢
that their rights twhepraggeygghtvenbliéghhy ol mma ¢ d «
t ar gientfeodt mhaf oan individual did not anticipate
Key aspects-—soficlata gatwacwpll ectionsarset onroatge, s |
defined f orhadoifgtictaa 11 edvaetraa ged by c okneeyspggentaretechn
defiomddr certain types of information, such as
are iB8imidac. guiidaendc ®rifspalt od haeir]l pelrs onal data,
foll owing:

Geol oda®dawinl ectgd by apps
Contiancftor mati ongaeamdr @atbdrcont;ent on

Video recordings made by smart home
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Vitals and health datwe acdlblTedteovd cles

S

oci al me

I oT

Voice recordings madendby virtual assista

fitn

devi
nt s

€S S

Committe¢hei Homosehandl 'RenSbesdeseotveswhdrerearing
‘were

technol ogwecemparisean®dvars awvidamazesmseblil 1l s
Congress vadogiodidraspects of data priliawe

46 Phishing refers to general attempts by malicious actors to deceive victims to steal sensitive personal information such

y

and

as credit card or financial information, passwords, and account credentials. Spear phishing is a targeted attempt aimed
to geal sensitive information from a specific individual. In spear phishing, malicious actors often impersonate a

trustworthy entity of a targeted victim.

4TY H. Wong and Humphry Hung, “Information Transparency

Exclusive 1in the Plounal of Sérvicas MarketirdB; no. 3 (Mayi 22, 2609pp.154-164,
https://doi.orgl0.110808876040910955161

48 An example of geolocation data@obal Positioning System (GPS) coordinates, where the information can identify

the physical location an object including an electronic device.
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Committees in both the 'fTomge eamnd & htwhded Sneunlattiep loef t
hearings. o%lepenalaclyil ls wd&roen gitmtsraadduwecesd bly ttah e rli
concerns as they relate tiol 1tse dilhmecollfumddeil ®avli nqan ve r g

i R. R28R2esent Rushg , Bohbyoduced on February |

ata Accountabilitrye qunid eTrcuesrtt alAient te nwoiutlide s wh
nd maintain personal information of 1ndivid-
o provide notice to such individuals 1in the
uch 1 nf.oF miaswichudledf i ne the term personal 1info
utliné¢ spegumirements foassafaacimhitd on brokers
esponsithdi TCo ¢ gvsl ate comimetraxiadcemittiyipgpsel icie
nd prdwedwmrseesng and protecting personal 1info
i . B4nhatoRuMamwmgg introduced on Januwuary 16, 2
ata Dissemination (1AnbpDo)s eAcpgr iovfa 230 119¢ q wiorud mde n
roviders of imnmtlarndto sdhrvirecgsuis ement 1 mpose
gencies und¢ofl  heh {Psiwicbwidlely u Ac e the FTC to
ubmit recommendations for privacy requireme:

B8&aat okl oAbmuyc har ), introduced on January 17
dia Privacy Protection andprComsatmetrh i ght s
ivacy of wusers of soci’aTlhimevdbuidldand ot her o
guicrommer cwiatl h eamt idnleisne platform to clearl
actices for per s onatlobdtaatian icnogl luescetri ocno nasnedn tus
is bill also outlines enforcement of priva
torney gemetal of each

B&Ahat or Clarttheezr iMaes t @) , Fda mtuvaodwuc2d, 2019, a

=
TACE TR 3T NT 2N AT Qg0 PO B e g
5= 0 - o -

he Digital Accountability and Transparency |
oul d fpdriogvidtdaelu nd abi l it y’Than dwdurddehqsupiarree nc y.
ommercial entities to clearly disclose 1ts
ata. ThwoudbdiqluliFFde€ stcheenf orce privacy practice:
hat the mini msmtreduierde ments are

Data Brokers

According dtoa ttheo FeliCs ar e
companies that collect consumers’ personal inform

with others Data brokers collect personal information about consumers from a wide range

of sources and provide it for a variety of purposes, includingr i f ying an individual
identity, marking products, and detecting fraud. Because these companies generally never

interact with consumers, consumers are often unaware of their existence, much less the

variety of practices in which they engatje.

The FTC classifies dat brokers into three catesg

“Federal Trade Commission, “Data Brokers: A Call for Trans |
http://www.ftc.govsystemfiles/documentséportstiatabrokerscall-transparencyaccountabilityreportfederattrade
commissioamay-2014/140527databrokerreport.pdf

50 Federal Trade Commission,P r ot e ¢ t i n gvacyio an £na of Rapid €harige: Recommendations For
Businesses and Pol i &tpsuankwefic.goweportsproteatiigconsumerivacylerarapic
changerecommendationbusinessepolicymakers
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1. Entities subject to the FCRA
2. Entities that maigntpasrpodeéta for marketii

3. NofinCRA covered entitiemarhketimgi puaposdatahdt
fall outside of the FCRA.

The FCRAstghoevearcnt i vities of ocmueditasr Eparntfiacg Egxormrc
TransUnion; entitnesofuoradshingponfonmaagencies,;
credit reports is s ue’Thbeys ec reendtieitdt iteesp oshuebijiegtRAg € n & 1
witthhe first of the three cHowgohegFCRA deta hoo
havevpeory data security provisions.

Regarding the second andhd hFTAd rcap tuhta dnee ttehse ft Wa tt
FCRA addresses a number of critical transparenc.:y
for credit, ienmpulreaynmeen tp,u rapmd e s , data brokers wit
remai n ”%paatquebr okerage companies include Acxi om,
Datalogix, Epsil on, Exactis, I D Analytics, I nt el
adidoh tboi gt hteeheald t reporting agencies CEquifax, E

Manwutd br owkaerresh conductingrbawglulAasa ctéipviictticeds i n
Fi gt,raeda broker pge champanmnmnaeas aggregate jnformatio
which ar-re gu.ls@f hsekslefl nsco pupdced sav e 1 oepse rasn,d wseobbsiiatl me d i

51 CRSReport R45631Data Protection Law: An Overviewy Stephen P. Mulligan, Wilson C. Freeman, and Chris D.
Linebaugh

2Feder al Trade Commission, “Data Broker sMayA 2@all4l, for Tr ans
http://www.ftc.govsystemfiles/documentséportstiatabrokerscall-transparencyaccountabilityreportfederattrade
commissiormay-2014/140527databrokesport.pdf

53 Privacy Rights Clearinghousé Da t a  Bhttps¥veww privacyrights.orglatabrokers

5 Jennifer ValentindDe Vr i es et al., “Your Apps Know Where You Were Las
S e ¢ rNew Yoik TimedDecember 10, 2018, sec. Businds$ps://www.nytimes.conriteractive2018/12/10/
businesdbcationdataprivacy-apps.html

Joseph Cox and Jason Koebler, “I Gave Motieibaamdblog), Hunter $300
January 8, 201%ttps://motherboard.vice.coam_uséarticlehepxbzi-gavea-bountyhunter300-dollarslocatedphone
microbilt-zumigotmobile
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Figure 3.Data Collection Online and Offline
As consumers go about their business, data brokers may collect information about them
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Dan Ti mps o n ,of Thiligs ks Bdcamig the Internebf T h r Forbes kttps?//www.forbes.corsites/
forbestechcounci20181024theinternetof-thingsis-becomingthe-internetof-threats/

Pratyuys’k. Manadhata, “An Attack Surface Metric” (School of Co
2008),http://reportsarchive.adm.cs.cmu.ednon2008CMU-CS-08-152. pdf

57 Harald Bauer, Ondrej Burkacky, and Christian Knochenh&uére c ur i t y i n t hMcKihseyandr net of Thi
Companyhttps://www.mckinsey.conmdustriessemiconductorslr-insightssecurityin-the-internetof-things
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